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1. Introduction 

Organizations running workloads in multiple AWS regions often require secure and 
scalable communication between VPCs across regions. 

Using Amazon Virtual Private Cloud (VPC) combined with AWS Transit Gateway and 
Transit Gateway Inter‑Region Peering, organizations can create a centralized hub-and-
spoke network architecture that enables efficient connectivity between VPCs across 
regions. 



This document provides a guide to implementing inter-region VPC connectivity using 
Transit Gateway peering. 

 

2. Business Case Scenario 

Scenario 

A multinational company operates applications across multiple AWS regions: 

• US-EAST-1 Region: Customer-facing web applications 

• US-WEST-2 Region: Backend analytics platform 

• EU-WEST-1 Region: Disaster recovery environment 

The company must allow: 

• Application servers in US-EAST-1 to access analytics services in the US-WEST-2. 

• Disaster recovery replication between EU-WEST-1, US-EAST-1 and US-WEST-2. 

• Secure communication without exposing services to the public internet. 

 
Communication Scenarios 

 Customer Access (Public Traffic) 

•      Customers access the web app via public internet 

•      Traffic enters through Internet Gateway 

•      Web servers have public IPs for inbound access 

•      This is NOT using Transit Gateway 

 

 Web App to Analytics (Private Cross-Region) 

•      Web app sends user behavior data to analytics 

•      Uses private IPs (10.1.x.x → 10.2.x.x) 

•      Traffic through Transit Gateway peering 

•     Completely private, never touches internet 

•     Low latency, high throughput 



 

 Database Replication (Production to Disaster Recovery) 

•     Continuous replication from production to DR in EU-WEST-1 

•     Uses private connectivity through TGW 

•     Secure, encrypted over AWS backbone 

•     No exposure to public internet 

 

 Analytics to DR (Cross-Region Backup) 

•        Analytics results backed up to DR region 

•       Direct private connectivity via TGW mesh 

•       No need to route through us-east-1 

 

Business Requirements 

• Private connectivity between VPCs in different regions 

• High scalability for future VPC expansion 

• Centralized network management 

• Reduced operational complexity 

 

Proposed Solution 

Deploy regional Transit Gateways and connect them using inter-region Transit Gateway 
peering. 

Benefits: 

• Simplifies VPC connectivity 

• Reduces the need for multiple VPC peering connections 

• Provides scalable hub-and-spoke architecture 

• Enables encrypted traffic between regions 



 

3. Scope 

This document covers: 

• Inter-region connectivity using Transit Gateway 

• VPC attachment configuration 

• Routing setup 

• Security and monitoring considerations 

This document does not cover: 

• Hybrid connectivity (VPN / Direct Connect) 

• Multi-account AWS networking using AWS Organizations 

 

4. Definitions and Terminology 

Term Description 

VPC Virtual Private Cloud that hosts AWS resources 

Transit Gateway 
Central hub for connecting multiple VPCs and 
networks 

Attachment Logical connection between TGW and VPC 

TGW Peering 
Connection between Transit Gateways in different 
regions 

Route Table Controls traffic flow between attachments 

 

 

 

 

 

 



 

5. Architecture Overview 

 

The architecture consists of: 

• One Transit Gateway per region 

• VPCs attached to the local Transit Gateway 

• Transit Gateways connected via inter-region peering 

 

6. Prerequisites 

Before implementation ensure: 

• AWS account access 

• Appropriate IAM permissions 



• AWS CLI configured with appropriate credentials 

• Terraform installed  

Services involved: 

• AWS Identity and Access Management 

• Amazon Virtual Private Cloud 

• AWS Transit Gateway 

• VPCs, Subnets and EC2 instances 

 

7. Solution Architecture 

Components: 

1. Regional Transit Gateway (EU) 

2. Regional Transit Gateway (US) 

3. VPC Attachments 

4. Inter-Region Transit Gateway Peering 

5. Route Table Configuration 

Traffic Flow: 

EC2 US → VPC Route Table → TGW US 
TGW US → TGW Peering → TGW EU 
TGW EU → VPC Route Table → EC2 EU 

 

8. Implementation Steps (Terraform Modules-Based) 

This implementation leverages Terraform modules for VPCs, Transit Gateways, and EC2 
instances to automate inter-region connectivity. 

Workflow Overview: 

1. Deploy VPCs using vpc-module: 

a. Instantiate the VPC module for each region. 

b. Provide inputs such as CIDR block, subnets, and tags. 



2. Create Transit Gateways using tgw-module: 

a. Instantiate one TGW per region using the module. 

b. Provide inputs including region, and tags. 

3. Attach VPCs to Transit Gateways using tgw-module: 

a. Use module outputs from the VPC module (VPC IDs, TGW IDs and subnets) 
as inputs. 

4. Deploy EC2 Instances using ec2-module: 

a. Provision EC2 instances in each VPC for workloads. 

b. Use module inputs for instance type, AMI, key pairs, subnet, and security 
groups. 

5. Establish Inter-Region TGW Peering using tgw-module: 

a. Configure peering between regional TGWs using module inputs. 

b. Handles both requester and accepter roles across regions. 

6. Configure Routing via Modules: 

a. Use module outputs to configure TGW route tables and update VPC route 
tables. 

b. Routes direct traffic between VPCs through the local TGW and peering 
attachment. 

Key Benefits: 

• Full automation and repeatability for multi-region deployments 

• Consistency in VPC and EC2 configurations across regions 

• Simplified hub-and-spoke network management 

• Easily extendable for new regions or additional workloads 

For detailed module usage and variables, refer to the README.md accompanying the 
Terraform code in this GitHub Repo. 

 

 

https://github.com/KofiAmankwaBonsu/AWS-PROJECTS/tree/main/TRANSIT-GATEWAY


 

 

9. Security Considerations 

Important controls: 

• Use Security Groups to restrict traffic 

• Implement Network ACLs where necessary 

Inter-region Transit Gateway traffic is encrypted by AWS automatically. 

 

10. Monitoring and Logging 

Recommended monitoring tools: 

• Amazon CloudWatch (metrics and alarms) 

• AWS VPC Flow Logs (traffic inspection) 

• AWS CloudTrail (audit logs) 

Key metrics: 

• Packet drop count 

• Attachment status 

• Throughput 

 

 

11. Cost Considerations 

Costs involved: 

1. Transit Gateway hourly charge 

2. Data processing charges 

3. Inter-region data transfer 

Cost optimization tips: 

• Consolidate VPC connections 



• Use centralized TGW design 

• Monitor cross-region traffic volume 

 

12. Limitations 

• No support for transitive routing through TGW peering 

• CIDR ranges must not overlap 

• Additional latency compared to same-region traffic 

 

13. Best Practices 

Recommended practices: 

• Use hub-and-spoke network design 

• Separate route tables for environments (Prod / Dev) 

• Implement tagging strategy 

 

14. Troubleshooting 

Common issues: 

Connectivity Failure 

Check: 

• VPC route tables 

• TGW route tables 

• Security group rules 

Peering Not Active 

Verify: 

• Peering request accepted 

• Correct region configuration 



 

Packet Loss 

Use: 

• VPC Flow Logs 

• CloudWatch metrics 

 

15. Proof Of Concept 

These are various outputs after Terraform apply 

  

VPC Route Table verification: 

US-EAST-1 

 



US-WEST-2 

 

EU-WEST-1 

 

 

 

 

 

 

 



Transit Gateway Peering Status and Route tables: 

US-EAST-1 

 

 

 

 

 

 

 



US-WEST-2 

 

 

 

 

 

 

 

 



EU-WEST-1 

 

 

 

 

 

 

 

 



Connectivity Testing 

Test from US-EAST-1 to US-WEST-2 and EU-WEST-1 

 

Test from US-WEST-2 to US-EAST-1 and EU-WEST-1 

 

 

 

 

 

 



Test from EU-WEST-1 to US-EAST-1 and US-WEST-2 

 

Key Findings 

•  All Transit Gateway peering connections are in "Available" state 

•  VPC route tables correctly route remote CIDR blocks to Transit Gateway 

•  TGW route tables have static routes to peering attachments 

•  Full mesh connectivity achieved, all regions can communicate 

•  Traffic uses private IPs and AWS backbone network (not internet) 

 

Conclusion 

The multi-region Transit Gateway setup has been successfully deployed and verified. All 

three regions (us-east-1, us-west-2, and eu-west-1) can communicate privately through 

TGW peering connections. The architecture provides: 

•   Private connectivity between all regions 

•   Low latency via AWS backbone network 

•   Full mesh topology for redundancy 

•   Scalable design for future expansion 



 

 

 

 


